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ABSTRACT

A Mobile Adhoc network (MANET) is a self-configutinnetwork which consists of mobile nodes connecting
each other without any infrastructure. Each node send packets to other nodes through intermediades and these
intermediate nodes acts like router. AODV (Adhoademand distance vector) is a loop free reactiuéng protocol used
in these networks for the routing operation. THd#NETs are open to many attacks, of which blacktaitack is one of
the passive attack which drops the packets witfmutarding them to the neighboring nodes. In tlapgr, an algorithm is
developed to detect and bypass the attacker witlisturbing the data packets and thereby creaséegpsth for the packet

to reach the destination.
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INTRODUCTION TO MANET

A Mobile Adhoc network (MANET) [1] is a collectionf wireless devices or nodes without any pre-distadxd
infrastructure which can be created anywhere indaget of environment. These MANETs consists of neobibdes
which can move freely in any direction and therefochanges its topology frequently. Each node is tigtwork has
information about the next neighbour nodes. Nodethése networks can communicate to each othesimg umultihop
transmission as shown in figure 1. If a destinatiode is present within the transmission rangeoofce node, then direct
transmission will takes place. If not, a path freaurce to destination will be created by using hieaging nodes and the
packet will be sent in the selected path. Each motles network acts like host or router.
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Figure 1: Example of MANET

A routing protocol [2] is needed in MANETS for ring a packet in a path. Reactive (on-demand) aodqtive
(Table driven) are the two types of routing Protedo MANETS used for creating and maintaining paghs in MANETS.
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Main characteristics of MANETs include operatingtheiut any centralized infrastructure, Multihop ®anssion,

recreation of link breakage path, constant res@uike power, bandwidth, battery lifetime etc.

MANETS are open to many security issues as anyilmblbst or node can enter into the network andeitiver

view the information or alter it while passing hetnetwork.
Overview of AODV Protocol

Adhoc on demand distance vector (AODV) [12] iseaative routing protocol which creates a path omated
using control packets. The main advantage of thigimg protocol when compared to other protocolshis usage of
destination sequence number for identifying the tmesent path. Whenever any node changes its positi updates its
sequence number and broadcast to the network. A npdates its path only when the destination semupamber of the

current packet is greater than the destinationessgpinumber for the previous packet.

Whenever a source node wants to send data to matest node, it will check in its routing tableitfthas any
route to the destination. It sends data packétaalestination node if it has a path. If the sommge does not have a path,
it will create a RREQ (route request) packet armhtcast it to its neighbours. If any neighbour nisdthe destination
node, it receives RREQ packet sent by the senidéisInot the destination node, it will again bdrast the RREQ packets

to its neighbours and this process continues th@ipacket reaches the destination.

After receiving RREQ packet, destination node wiltate a Route reply (RREP) packet and forwards in
unidirectional path which contains less numberapsto source node. The source node will now skadiata packet in
the RREP path. If any link breakage occurs in ththpthen the upstream node in the path will creafRoute error
(RERR) packet and forwards it to the source nodenTthe source node creates a new path to destinaging the same

process as shown in figure 2.

Figure 2: Working of AODV Routing Protocol

Blackhole Attack

Security is the major issue in MANETs where thewagk is prone to many attacks which are classifigd
active and passive attacks. Blackhole attack [3] 8 one such kind of active attack where the &tac
node(maliciousnode) advertises itself as havingeahf route to the destination by generating RREtkgiawith high
destination sequence number. Thinking that the fratiugh the attacker node is a fresh route, sonocke will send data
packet in that path. After receiving packet, thdici@us node drops the packet instead of forwardindestination. So the

throughput and packet delivery ratio for the netwiorthe presence of blackhole node is zero.
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LITERATURE SURVEY

LathaTamilselvan, DR.V. Sankaranarayanan [15] psedoa solution with the enhancement of the AODV
protocol which avoids multiple black holes in thegp. A technique is given to identify multiple bkaholes cooperating
with each other and discover the safe route bydiwgithe attacks. It was assumed in the solutian tlodes already
authenticated and therefore can participate in dbmmunication. It uses Fidelity table where evenden that is
participating is given a fidelity level that willrpvide to that node. Any node having O value issidered as malicious

node and is eliminated.

Hesiri Weerasinghe [17] proposed the solution wididtovers the secure route between source antchatésh
by identifying and isolating cooperative black hatedes. This solution adds on some changes inoloéa proposed by
the Ramaswamy to improve the accuracy. This algoritises a methodology to identify multiple blackehaodes
working collaboratively as a group to initiate ceogtive black hole attacks. This protocol is sligimodified version of
AODV protocol by introducing Data Routing Informaii (DRI) table and cross checking using Furtherugst(FREQ)
and Further Reply (FREP).

In [21], the authors proposed a solution that nexgua source node to wait until a RREP packetesritom more
than two nodes. Upon receiving multiple RREPs,stherce node checks whether there is a shared hoptolf there is,
the source node judges that the route is safenidie drawback of this solution is that it introdadane delay, because it

must wait until multiple RREPs arrive.

Lalit Himral et al [22] have proposed method todfithe secured routes and prevent the black holesod
(malicious node) in the MANET by checking whethkere is large difference between the sequence nuaflsource
node or intermediate node who has sent back flRERRor not. Generally, the first route reply wid from the malicious
node with high destination sequence number, widcstored as the first entry in the RR-Table. Themmare the first
destination sequence number with the source nagleesee number, if there exists much more differeretween them,

surely it is from the malicious node. Immediatedynove that entry from the RR-Table.

ALGORITHM

Malicious node usually absorbs packets and willfootvard it to the next node instead, it will dri® packets.
So an algorithm was developed to detect a nodehadnity receives packets but not forwarding it. Bigorithm to detect

and prevent the malicious node is as explainedwelo
{
IF time is start of simulation THEN
BEGIN
Initialize quarantine list;
Initialize activity table of neighbours;
This table has following fields:

(Node id, number of received data, number of data, number of sent rrep)
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END

IF packet is data THEN

BEGIN
INCREMENT number of received data for sendgraxket
IF this node isn’t destination THEN
BEGIN
GET next node which isn't in quaranting lis
IF found next node for forwarding THEN
BEGIN
FORWARD packet to next node
INCREMENT number of sent data to next node
END
ELSE
SEND error packet to source
END
ELSE

RECIEVE packet
END
IF packet is rrep THEN
BEGIN
INCREMENT number of received rrep for sender ofks
IF sender isn’t in quarantine list THEN
BEGIN
CREATE an opinion request packet and brasuto neighbours of rrep’s sender FORWARD packet
END
ELSE
BEGIN
IGNORE the reply from the blacklisted node
BUILD the route to destination with latest segee number and small hop count

END
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END

IF packet is opinion request THEN

BEGIN
CHECK if this node has any opinion about requesizde
IF this node has any opinion THEN
BEGIN

EXTRACT activities of the requested node from i table (including number of received data,
number of sent data, and number of sent rrep)

CREATE response packet including the requiredrimttion
FORWARD response packet
END
ELSE
FORWARD packet
END

IF packet is response packet THEN

BEGIN
IF this node is sender of the opinion requaskpt THEN
BEGIN
EXTRACT information from packet (includingumber of received data, number of sent data, and
number of sent rrep)
IF ((sum of sent rrep’s is high) and (sum of s#atha is low) and (sum of received data is highJEN
BEGIN
ADD attacker to quarantine list
REMOVE all routes to this node present in thating table
END
END
ELSE

FORWARD packet

END
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Quarantine list table and activity table of neigbts are the two tables which are created in tlwealklgorithm,
where Quarantine list table consists of the listr@licious nodes, and the activity table of neiglsoconsists of the
number of packets sent and received for each nddehwwill be updated for every transmission andepion of the

packet.

Opinion request packet and response packet arenwve packets used to fetch information about thienawn

node to decide whether the node is malicious ar not
PERFORMANCE PARAMETERS

Throughput, Packet delivery ratio and packet drop some of the parameters which are used to fied th
efficiency of the network. These parameters areutaied for the network before adding malicious enoalfter adding
malicious node, and after bypassing malicious nee are compared. The observed results after bypgasglicious

node shows the efficiency. These parameters alaiegd below.

Throughput defines the rate at which the packetsaccessfully delivered between source and $ink.value of

throughput is more for the network with better pemiance.

Throughput=Total number of packets received

[Stop time — Start time]

Packet delivery ratio is defined as the ratio aofmber of packets delivered to the destination amdntimber of
packets sent by the source. The value of Packitedglratio must be high for better network perfame. Its higher ratio

leads to the reduction in the drop rate of packets.

Packet delivery ratio= Number of packets received

Number of packets sent

Packet drop is defined as the number of packetppdrd due to the breaks in the paths, packet ilifie,t

movement of the nodes etc.
Packet drop = Number of packets dropped
CONCLUSIONS

Black hole attack is a denial of service attackchidrops the data packet without reaching destinafhe new
proposed algorithm detects the black hole at the tf establishment of path. From the results abthiit is observed that

when the malicious node is present in the network:
e It drastically reduces the number of packets dedigido the destination.
» The throughput of the network decreases drastically
*  Number of packets dropped are increasing more.
» After bypassing the blackhole node, route resurgrdpne. It is observed that:

» Packet delivery ratio is far better than that @fdihole attack.
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« Throughput of the network increases and reachsatisfactory level.
* Number of packet drops in a network is reduced wdwnpared with the network consisting black holdeo
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